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인공지능 기반 응용 서비스의 기초 요소들

인식
이미지, 얼굴, 언어, 음성

판단/연관/유추
의료 진단, 악성코드공격 판별, 상품 제안

예측
범죄방어, 금융시장, 의료 예측
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개인정보 데이터에 기반한 인공지능 서비스
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인공지능 기반 어플리케이션 및 서비스 시스템
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Applications and Platform Systems
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Vulnerable Applications and Malwares
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Vulnerable Applications, Systems and Malwares
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Vulnerable Applications, Systems and Malwares
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<<궁극의 질문 1.>>
악성코드 없는 세상이 가능할까 ?



Platform System Integrity Monitor

● 연구 결과 적용 사례
○ 삼성 스마트 TV 보안 시스템(GAIA)에 연구 
결과 적용 및 탑재

○ 삼성 사업부 소프트웨어 보안 솔루션에 
Anti-Emulation 탐지 방어기능(2018년), 
힙 취약점 공격 방어기술(2017년)
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http://breakthroughs.kaist.ac.kr/?post_no=163

http://breakthroughs.kaist.ac.kr/?post_no=163


Vulnerable Applications, Systems and Malwares
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<<궁극의 질문 2.>>
악성코드가 있어도 상관없이 안전한 컴퓨팅 세상이 가능할까 ?



Secure Isolation of Application
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Secure Isolation of Application
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Data-at-Rest Protection
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Data-in-Transit Protection
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Data-in-Use Protection
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Data-in-Use Protection: Confidential Computing
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Trusted Confidential Computing (신뢰 기밀 컴퓨팅)
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TEE (Trusted Execution Environment) 하드웨어 
아키텍처 

❖ External hardware security module

▪  Example: TPM, SIM card or a Smart card 

▪  Advantages

✔  High level of tamper resistance and physical security

▪  Disadvantages

✔  Power efficiency and performance of the device

✔  Reliant to the less secure software outside of the smartcard

✔  Providing a smart card alongside with the main SoC is expensive



❖  Internal hardware security module

▪  Example  

✔  A hardware block for cryptographic operation and key storage

✔  General-purpose processor dedicated to the security sub-system

▪  Advantages

✔  Cost reduction (compared to the external)

✔  Performance improvement

▪  Disadvantages

✔  Restricted perimeter (e.g. only for cryptography)

✔  Less powerful than main processor

✔  Time & energy consuming for inter-processor communication

✔  Complex SoC design

TEE 하드웨어 아키텍처 



TEE 하드웨어 아키텍처 
❖  Processor secure environment

•  ARM TrustZone and Intel SGX

•  Countermeasure for 

• Virus and malwares

• Low-budget hardware attack  (e.g. Using a JTAG debugger)

Normal world
(Rich Execution 
Environment)

Secure world 
(Trusted Execution 

Environment)

System



TEE System Architecture
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Figure adapted from: Trusted Execution Environments on Mobile Devices. ACM CCS 2013 tutorial.



TEE Hardware Realizations
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Figure adapted from: Trusted Execution Environments on Mobile Devices. ACM CCS 2013 tutorial.



Confidential Computing: AI Analytics on Private Data
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Confidential Computing: AI Analytics on Private Data
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Privacy Issue in AI with Medical Data Processing
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AI needs lots of Private Data for Machine Learning

Medical Information & DNA Genome
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Privacy Protection of Medical Data is Critical

655,000 Healthcare Records Being Sold on Dark Web
           (출처: https://threatpost.com/655000-healthcare-records-being-sold-on-dark-web/118933/)

)
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https://threatpost.com/655000-healthcare-records-being-sold-on-dark-web/118933/


Confidential Computing: AI Analytics on Private Data
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Federated Learning: Sharing Private Medical Data

https://mms.businesswire.com/media/20200511005132/en/790513/5/Intel-federated-learning-explainer.jpg 31



Secure and Private AI in Federated Machine Learning
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출처:  https://www.nature.com/articles/s42256-020-0186-1

https://www.nature.com/articles/s42256-020-0186-1


Confidential Computing: AI Analytics on Private Data
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Self-Isolation Tracing App for Covid-19
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Self-Isolation Tracing App for Covid-19
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Contact Tracing Application for Android and IOS
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Contact Tracing Apps in the World
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Confidential Computing: AI Analytics on Private Data
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• 페이 열풍 시대 
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Financial analytics

Expenses Salary Capital

신뢰 컴퓨팅 (TEE) 적용 사례: AI 금융 보안



AI 금융 보안

• 페이를 사용하지 않는 이유

40



페이 보안
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온라인 서버 기반의 페이 디바이스(TEE) 기반의 페이

Secure EnclaveKNOX, TrustZone

• 안전한 디바이스(TEE) 기반의 페이



신뢰 컴퓨팅 (TEE e.g., TrustZone)를 이용한 금융 보안

• 신뢰 컴퓨팅 

실행환경에서 

동작하는 금융 앱
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• 일반 실행 

영역에서 

동작하는 금융 앱



신뢰 컴퓨팅 (TEE) 적용 사례: 전자키 보호의 필요성

Digital (Crypto) Keys are an essential part of our digital lives
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신뢰 컴퓨팅 (TEE) 적용 사례: 전자키 보호 관리 

Scalable and Secure Digital Key Management with TEE
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출처: https://teeware.kr/

https://teeware.kr/


Confidential Computing Consortium and TEE Companies
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출처: https://confidentialcomputing.io/

https://confidentialcomputing.io/
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More information: http://cysec.kaist.ac.kr   Contacts: brentkang@kaist.ac.kr
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