plEElJlg I=E e

CySeclLab
(Cyber Systems Security Research Lab)

Z8E
Brent ByungHoon Kang, Ph.D.,

May 27, 2021
KAIST CySecLab




Intro. to Confidential Computing
in the Age of Al

CySeclLab
(Cyber Systems Security Research Lab)

Z8E
Brent ByungHoon Kang, Ph.D.,

May 27, 2021
KAIST CySeclLab




OIBRIS JIEt S8 MHIALI J|E QAS

KAIST ‘I'l]'ll[l- CySecLaI?



—_— - —
|21 E 2 CIOIE 0l VIBtet 2l XS MBIA
Healthcare data Highly personal private data
B B & = ©  [E
Medical . . —
: Medical Medication Criminal
(e_'gwxﬁagy?‘%n history privacy Sl CIFS records
—1/
Collective learning S Financial analytics
L= A~-8
CCR SOR )

. A/\8 = $ G &>
Privacy- Al/ML Foderated S22
PHEEEITING (el ederare Expenses Salar Capital
data analysis  learning) analytics P | >

KAIST

CySecLaIS:)



elIEXs JIetSalAHold & ABIA AIAE

)

KAIST CySecLaIG:)




Applications and Platform Systems
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Vulnerable Applications and Malwares
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Vulnerable Applications, Systems and Malwares
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Vulnerable Applications, Systems and Malwares
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Platform System Integrity Monitor
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Vulnerable Applications, Systems and Malwares
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Secure Isolation of Application
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Secure Isolation of Application
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Data-at-Rest Protection
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Data-in-Transit Protection
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Data-in-Use Protection
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Data-in-Use Protection: Confidential Computing
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TEE (Trusted Execution Environment) 8t E I 04
Ot 2| € K]

& External hardware security module
= Example: TPM, SIM card or a Smart card
* Advantages
v/ High level of tamper resistance and physical security
* Disadvantages
v/ Power efficiency and performance of the device

v Reliant to the less secure software outside of the smartcard

v/ Providing a smart card alongside with the main SoC is expensive

KAIST CySecLab




TEE SIER O OI2| &l A

< Internal hardware security module

= Example
v/ A hardware block for cryptographic operation and key storage
v/ General-purpose processor dedicated to the security sub-system
= Advantages
v/ Cost reduction (compared to the external)
v/ Performance improvement
* Disadvantages
v/ Restricted perimeter (e.g. only for cryptography)
Less powerful than main processor

Time & energy consuming for inter-processor communication

S N X

Complex SoC design
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Processor secure environment

e ARM TrustZone and Intel SGX

e Countermeasure for

KAIST

* Virus and malwares

* Low-budget hardware attack (e.g. Using a JTAG debugger)
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TEE System Architecture

Device
Rich execution e e e e e A . . .
environment (REE) T ' Architectures with single TEE

*  ARM TrustZone

Trusted execution

1
I
!
!
I ° x s
App App environment (TEE) | il
[ 4 * Smart card
TEE API | LA
"""" 1BE »  Crypto co-processor
Trusted || Trusted 1 : : yp P
app [' app [ i © TPM
Device OS B Sianase e | C 2
| |
! _TEE alggeuient 'aVe_"_: L A Architectures with multiple TEEs
X -~ * Intel SGX
* TPM (and “Late Launch”)
> | TEEentry | ———— *  Hypervisor >

Device hardware and firmware with TEE support

Figure adapted from: Trusted Execution Environments on Mobile Devices. ACM CCS 2013 tutorial.
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TEE Hardware Realizations

TEE component

External Off-chip
Peripherals memory
1 1
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Processor
l RAM “ rOM | core(s)
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Fields peripherals
External Security
Co-processor

External Secure Element
(TPM, smart card)
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External Off-chip
Peripherals Memory
i 1
On-SoC
Processor
| RAM “ ROM l core(s)
oTP Internal
Fields peripherals
A 4

On-chip Security
Subsystem

Embedded Secure Element
(smart card)

External Off-chip
Peripherals Memory
i T
On-SoC
Processor
[ ram || rOM | core(B
oTP Internal
Fields peripherals

Processor Secure Environment
(TrustZone, M-Shield)

Figure adapted from: Trusted Execution Environments on Mobile Devices. ACM CCS 2013 tutorial.
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Confidential Computing: Al Analytics on Private Data
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Confidential Computing: Al Analytics on Private Data
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Privacy Issue in Al with Medical Data Processing

Healthcare data

() o

Ii\:lne:'(;‘zl Medical Medication
(e.g., X-ragys, CT) hIStory privacy

Al Doctor

Gene editing backed by Al
KAIST CySecLaZI?




Al needs lots of Private Data for Machine Learning

Time

Medical Information & DNA Genome
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Privacy Protection of Medical Data is Critical

Personal Data: What It's Worth and What
Cybercriminals Can Do With It

26K
26D 26D 26D

SOCIAL SECURITY DRIVER'S CREDIT CARD BANKING HEALTH AND PASSPORT
NUMBER LICENSE INFORMATION INFORMATION MEDICAL RECORDS INFORMATION

$2-25 $10-20 $10-20 $15-25 $10-1,000 $ >1,000

PER ACCOUNT PER ACCOUNT PER ACCOUNT PER ACCOUNT PER ACCOUNT PER ACCOUNT

Sold for fraud and Sold as fake IDs Online shopping, Used for phone Used for healthcare Sold as fake IDs
identity theft for identification/ card cloning, contracts, loans, services, doctor for identification/
verification applying for new open new visits, etc. verification
credit cards accounts, PayPal,

cryptocurrency, etc.

b
)

Consumers’ Reaction to a Data Breach

© 00

MUST BE CONVINCED THE WOULD CONTINUE WOULD NO
PROBLEM WAS FIXED TO DO BUSINESS LONGER CONDUCT
BEFORE RESUMING BUSINESS
BUSINESS

655,000 Healthcare Records Being Sold on Dark Web

(£ X: https://threatpost.com/655000-healthcare-records-being-sold-on-dark-web/118933/)
IST CySecLab
29
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Confidential Computing: Al Analytics on Private Data
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Federated Learning: Sharing Private Medical Data

Federated Learning Architecture

Federated learning is a distributed machine learning approach that enables organizations to
collaborate on machine learning projects without sharing sensitive data such as patient records.

KEY: Local model sharing Global model sharing updates

Hospital A Hospital Hospital C
Private and Local Private and Local Private and Local
secure dat: Al model secure data Al model secure data Al model

=g Eksb

Federated Workflow

Instead of data moving to a central place,
machine learning models move to the
data for training, then recombine to
create a global model.

IST https://mms.businesswire.com/media/20200511005132/en/790513/5/Intel-federated-learning-explainer.jpg Cys eCLa3t1)



Secure and Private Al in Federated Machine Learning

Attacks

*Theft
eInversion
*Adversarial

manipulation

Homomorphic

F
ederated encryption

Toaiming ( @ ‘f@q - @f

EX X N

Secure multi-party computation

Secure and
private Al

Untrained
algorithm

‘ Differential privacy

eldentity/

membership
inference \_/
*Feature

reconstruction

Pseudonymization

Schematic overview of the relationships and interactions between data, algorithms, actors and techniques in the field of secure and private Al.

KAIST Z X https:/www.nature.com/articles/s42256-020-0186-1 CySecLab
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Confidential Computing: Al Analytics on Private Data
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Self-Isolation Tracing App for Covid-19
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Self-Isolation Tracing App for Covid-19
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Contact Tracing Application for Android and 10S

What Apple and Google have proposed

Aadi= QN

When A and B meet, their phones exchange a key code

a° s e

When A becomes infected, he updates his status in the app and
gives his consent to share his key with the database

B’s phone regularly downloads the database to check
for matching codes. It alerts her that somebody she has
been near has tested positive

I(AI ST Source: Apple/Google [BIBIC] Cys e C La b
36



Contact Tracing Apps in the World

KAIST

iPhone

App Store Preview

PUBLIC SERVICE ANNOUNCEMENT

Exposure Notification
Apps

Watch

Support

Download the app for the region or country in which you
currently live. Additional apps will be added to this list as
they become available. (iOS 13.5 or newer required.)

An app may not be available in your area.

Austria
BEZa Stopp Corona R—

CORONA My contact diary

Belgium

Coronalert - Belgium VIEW
Stay safe. Protect each other.

Brazil

Coronavirus - SUS
m Health & Fitness VIEW
Canada

COVID Alert
Let’s protect each other

VIEW
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Confidential Computing: Al Analytics on Private Data
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Digital (Crypto) Keys are an essential part of our digital lives
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Scalable and Secure Digital Key Management with TEE
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Confidential Computing Consortium and TEE Companies

@ Google B Microsoft  Qrm

oORACLE WZHUAWEI <8 RedHat

= X https://confidentialcomputing.io
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Control Flow Integrity
hardening applications
against control flow
hijacking attacks.
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